
On RSA
The Rivest-Shamir-Adleman encryption algorithm

Objective
For our summer research we concentrated on how to teach 
RSA (described below). To do this we wanted to 
investigate (1) the concept of RSA, (2) the properties that 
have kept it revalent through the years, and (3) what its 
vulnerabilities are. Our research areas included RSA’s 
methodology, the RSA algorithm itself, primality, the 
Chinese Remainder Theorem, and the concept and 
practice of public-private key usage and distribution.
Overview of encryption
Encryption has allowed parties to secretly communicate 
with one another for centuries. To encrypt a message the 
two parties must agree upon a predetermined method or 
key that will be used to encrypt the  decryption.

What is RSA and how does it work?
RSA is an encryption algorithm and method that allows two 
people to securely communicate with one another without 
having to meet beforehand, and without having to have to 
have an individual key for each person. Because of the 
mathematical formula it implements and the manner in 
which it generates its variable’s values, RSA continues to 
be the most widespread and practical encryption method 
used on the internet. 

Key pairs
public key (e, k)        private key (d, k)

    Encryption 

c = m e mod n
    Decryption

m = c d mod n
Where e is the public key, d is the private key, m is the 
original message, c is the encrypted message, and n is an 
important value produced from the  product of two primes.

Why primes? 
Mathematically RSA’s security relies on the difficulty of 
factoring n. Factoring is easy when the original values can 
be factored themselves. Having n equal an even number, 
identifying that 2 is a common denominator puts the security 
in jeopardy as it considerably narrows the keyspace. With 
primes, the lowest common denominator is itself. When 
something is a multiple of two primes the only possible 
denominators are the two primes. Therefore, it narrows the 
keyspace.

Why do we need really large numbers? If we take a low 
combination of primes, 3 & 5 to get 35 it does not take long 
to find the factors, even if you checked every number. 
Factoring 171,991 takes a few seconds for a program to 
factor (293 & 587). Today, n is 128-bytes, with a maximum 
possible value of roughly 1.7 x 1039 . To factor through a 
brute force attack would take 1.5 billion years.

Generating RSA values
1.  Choose two random primes p and q
2.  Compute p*q=n and Փ(n)=lcm(p-1)*(q-1)
3.  Choose an integer e such that 1 < e < Փ(n) and is 
coprime (does not share any factors except 1) to Փ(n). e 
serve as our public key (encryption key).
4  Calculate d where d=e- 1modՓ(n). d  will serve as our 
private key (decryption key),

Breaking RSA
Because n is the product of two primes, it is common for people to “break” RSA by factoring the 
modulus n. However, this integer factorization takes a long time and is impractical. It is just one of 
many ways for bypassing RSA. Here are some additional methods:
Hastad’s attack takes advantage of Coppersmith’s Theorem, which demonstrated vulnerability in 
using a low public exponent, e. Hastad’s is able to find the message through multiparty RSA with 
sufficient numbers of ciphertexts known.  
Wiener’s attack uses knowledge of n and the public key, e, to find the private key, d. The attack uses 
knowledge that Փ(n) is approximate to n, and performs continued fractions where k/d is approximate 
to e/n. 
In addition to the algorithm, there’s also vulnerabilities in the application of RSA. For instance, timing 
attacks take advantage of observing the card’s ability and runtime to perform calculation and 
approximate from there the private key, d. Another attack called random faults happens when a 
signature generated is faulty based on a hardware miscalculation.
Other attacks: partial-key exposure, short padding, franklin-reiter, blinding, cycle attack
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Chinese Remainder Theorem 
It is a common practice to use the Chinese Remainder Theorem 
(CRT) in decrypting RSA. Using CRT has been proven 3.4 
times faster than a traditional RSA decrypt. This is because it 
reduces the number of calculations we have to do by splitting 
up the modulus n. We already know n, which is the product of 
the two primes, p and q. So, instead of computing cdmod(n), we 
can split it up so that we compute cdmod(p) and cdmod(q) 

RSA-CRT Decryption
Let M be the plaintext and C the ciphertext. If C is not divisible 
by p and dp==dmod(p−1), then Cdp==Cdmod(p). For decryption 
we find.

1. Mp=Cdpmod(p)= Cdmod(p) and
    Mq=Cdqmod(q)= Cdmod(q)
2. Then using Chinese Remainder Theorem, we find a solution.
    M=Mpmod(p)= Cdmod(p),
    M=Mq =Cdqmod(q)= Cdmod(q).
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