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Description  

Hands-on cybersecurity exercises have great potential for engaging students, but they need 
rapid feedback to identify when they are heading in the wrong direction and to help them 
improve. The goal of this project is to apply reinforcement learning, which is a type of machine 
learning, to create, test, and deploy a semi-automated rapid feedback system (called TD-Hint). 
TD-Hint will help instructors give the right feedback at the right time to learners engaging with 
cybersecurity exercises. It is semi-automated because it uses the instructors as human-in-the-
loop in the learning process. The feedback system will be integrated with the existing 
EDURange framework, a platform that is a joint project between Evergreen and Lewis and Clark 
College. EDURange includes both a collection of exercises and tools for creating new exercises, 
and with ACSLE (also developed at Evergreen with L&C and University of Southern California). 
ACSLE is a system for collecting and analyzing student interactions on the command line. 
 
This proposed project applies the theory for modeling student knowledge and skills using 
reinforcement learning. It will also address an existing gap in research on the timing, types, 
modes, and features of feedback that contribute to positive student outcomes (retention, 
achievement, application of knowledge). The long-term goals are to develop a system that will 
provide effective feedback and hints to students based on their interactions with the exercises. 

Expertise required of fellows 

The student(s) on this project should have: 

• advanced programming skills, e.g. having taken Data Structures and Algorithms or 
equivalent experience and be able to work independently 

• the students should have intermediate level skills in Python programming. 
It would also be advantageous to have the following knowledge and skills: 

• Some knowledge of machine learning at an introductory level. 

• Some Web development skills (beginning) 

• Some ability to write SQL queries (beginning) 

• Some knowledge of cybersecurity (beginning) 

Responsibilities of fellows 



There are two aspects of the summer work on the project: 1) infrastructure and 2) content 
The fellow can choose which aspect to work on. 

 
1. Infrastructure. The goal is to work on the EDURange platform to add features so that 
instructors can see the progress that students are making, and the machine learning system 
can access that information. The student would be working in the Python Flask 
environment to make changes to the Web server. The student will learn advanced Web 
development skills and how to apply reinforcement learning and other machine learning 
techniques.  
 
2. Content. We would like to add 2 new exercises about cybersecurity to the EDURange 
platform. The fellow would help formulate the learning goals and design those exercises. 
The student would not be doing Web development, but should have some interest and 
knowledge of cybersecurity. The student would deepen their knowledge of cybersecurity 
and would learn backwards design in education. 
 

In both cases, the student would learn software engineering skills, such as agile development, 
working in a research team. This is work done in collaboration with students and faculty from 
Lewis and Clark College. 

Anticipated accomplishments 

If the student works on the infrastructure and implements a user interface, then we would 
collect some data from students and hints from instructors.  We would do preliminary 
experiments on the effectiveness of the hints. 

 

 


